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ASSERTION ANNOTATED PROGRAM VERIFICATION
WITH CONTROL FLOW SPLITTING

ABSTRACT

With the development of program verification technology, many tools have been developed
to verify the correctness of programs. Interactive verification tools (such as VST) are based on
interactive theorem provers (such as Coq). Users can formally write formal theorems and proofs
about program properties, and obtain correctness guarantees through the check of the theorem prover.
Another approach of program verification is to use annotation verifiers. Annotation verifiers allow
programmers to add assertion annotations directly into the code, and provide a verifier to validate
the program directly. Compared with interactive verification tools, annotation verfiers have a higher
degree of automation and bring lower burden to software engineers. However, due to the limited
expressive power of the annotation language, the supported expression of program properties and
proof methods are not as rich as those based on interactive theorem provers.

In this thesis, we extends VST to build VST-A. VST-A enjoys the flexibility and expressive
power of interactive theorem provers, and also allows users to write assertion as comments directly
into the program to achieve semi-automatic verification. To be specific, we propose a general al-
gorithm to analyze the control flow of C programs and split the verification of a program into the
verification of several paths separated by assertion comments. We prove the soundness of the split
function in Coq. During the proof, we find that the soundness of VST-A relies on the conjunction
rule in the Hoare logic. By looking into the semantic models of VST, we study the “preciseness”
of function call, variable assignment and other instructions to ensure the conjunction rules holds in
the Hoare logic on which our VST-A depends, thus enabling foundational soundness of the whole
system. The VST-A system can be used to verify various programs manipulating data structures in

C programs.

Key words: Program Verification, Separation Logic, Annotated Programs, Coq
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Chapter 1 Introduction

In the past 15 years, researchers have built series of tools for program verification. These tools
are used in different ways and have their own advantages.

Tools like CakeML!!, Iris> 3, VSTI#%! (interactive program verification tools) are built in in-
teractive theorem provers like Coq!”! or Isabelle!®. Users are required to write formal program cor-
rectness proofs in the same theorem prover.

One significant advantage of interactive tools is that these tools themselves are foundation-
ally sound (i.e. have a formal proof w.r.t. the language’s operational semantics in the proof assis-
tant). This is especially meaningful for verifying real world programming languages and for ver-
ifying higher-order properties like functional correctness. On one hand, real world programming
languages are complicated. For example, it is very subtle what C programs may cause undefined
behavior. On the other hand, an advanced program logic for higher-order properties usually has a
nontrivial soundness proof. For example, VST and Iris use step-indexed semantics for interpreting
impredicative assertion languages whose soundness proof is complicated.

Interactive program verification tools also benefit from the rich language of Coq (and Isabelle,
etc.) for writing formal definitions and proofs. These tools can easily have higher-order functions and
predicates in their assertion languages. It is convenient to introduce additional logical connectives
and unrestricted user-defined predicates. Additionally, tactic proof languages in theorem provers are
very powerful for users to describe different proof strategies like proof-by-induction and proof-by-
contradiction.

Another common fashion for program verification is to require programmers to write annota-
tions in the source code. With sufficient assertion annotations, tools like Dafny!', Hip/Sleek!'",
VeriFast!'!!, Viper!'?!, and Frama-C!'¥! are able to verify program correctness automatically. By
restricting the assertion languages, tools like CBMC!!#!, F-Sofi!!> 16! and Infer!'”! can reduce the
annotation overhead for programmers while preserving automation.

Comparing with writing tactical proofs in a theorem prover, writing annotations is a much more
straightforward way of demonstrating that a program is correct. For example, Figure 1-1 shows an
implementation of in-place linked list reverse and its functional correctness proof. ¥ We use With
to introduce a universally quantified logical variable / to represent the contents of the linked list. In
annotated programs, the assertions clearly state what criteria the program state should have at every
point. By contrast, key insights of program correctness easily get mixed with structural tactics as
lengthy proof scripts in interactive verification tools.

In this thesis, we show that the benefits of interactive tools and annotation verifiers can be
largely combined. We build VST-A, a foundationally sound verification tool, on top of VST. VST-A
enjoys rich assertion languages and flexible proof strategies. Meanwhile, it allows users to write
readable assertion annotations directly as comments like Figure 1-1.

The verification framework we propose for VST-A is illustrated in Figure 1-2. (1) Users should

181 proof. In other words, we use an assertion of form “P * Q” to say that the memory can be split into

(D This is a separation logic!
two disjoint pieces of which one satisfies P and the other satisfies Q. 11([[p]], ) is a separation logic predicate asserting on the location

referenced by variable p stores a linked list of /.

— Page 1 of 48 —
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1 struct list {unsigned head; struct list *tail;};
2 struct list *reverse (struct list *p) {

3 /* With [,

4 Require 11 ([[p],?)

5 Ensure 11 ([ret],rev(l)) */

6 struct list *w, *t, *v;

7 w = NULL; v = p;

8 while (v) {

9 /% Assert 3L ¢ x L. I=rev(ly)) x LA [Vl (x,c) = D(w]. L) = (e, L) */
10 t = v->tail; v->tail = w; w=v; v = t;
11 }

12 return w;

13}

14

Figure 1-1 Annotations for verifying linked-list reverse

Straightline

— Verified
Hoare triple erihie

Annotated C | Parsin Straightline
& [ ClightA AST | Froved sound £ > Verified
program (.c file) split function | Hoare triple

.. —— Verified

Figure 1-2 Verification workflow in VST-A

first provide a C program with sufficient assertion annotations. Our frontend parser will convert
the source code into ClightA, a formal language for assertion annotated C programs. In a typical
forward verifier that supports existentially quantified assertions, existential variables can be extracted
to the proof context, so later proofs can refer to them. VST-A also supports such flexible usage of
existential variables. We achieve this by defining a new dedicated syntax in ClightA that makes
existential variables and their binding scopes explicit. (2) Next, a split function takes a ClightA
program and its pre-/post-conditions as input, and returns a set of straightline Hoare triples, which
only consists of a sequence of primary statements or expression checking conditions. For example,
Figure 1-3 shows the split result of the reverse function in Figure 1-1. Four triples are returned as
verification goals. The control flow graph in Figure 1-4 shows that all control flow paths separated
by assertion annotations in the source program are captured in the split result. (3) Finally, users are
left to prove each straightline Hoare triple in the split result. The soundness theorem of VST-A will
ensure correctness of the original program if all paths have been verified.

In addition to foundational soundness, rich assertion languages, flexible proof strategies, and
intuitive assertion based verification, VST-A also has the advantage of saving proof recompilation
time. When a verified program is slightly updated, its correctness proof needs some corresponding
updates. In interactive verifiers like VST, users need to run all tactical proof scripts in old versions,
even though they only need to update a small portion of that. Now, only the changed part of the
program and proof needs to be recompiled since other parts of reduction result is unchanged.

Our main problem in this new path-splitting approach is to establish its foundational sound-

— Page 2 of 48 —
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(1) With [,
/e (el */
struct list *w, *t, *v;
w = NULL; v = p;
assume V;
/3L ¢ x Lo l=rev(ly) x I A
[Vl (x,¢) = W(w],0) = lU(c,5) */

(2) With [,
/* (el D) </
struct list *w, *t, *v;
w = NULL; v = p;
assume !v; return w;

/% N ([ret],rev(l)) */

(3) With 11 ¢ x I,
/* I=rev(ly) x LA [v] — (x,¢) =
n(wl, o) = W(e,l) +/

t = v—>tail; v->tail = w;
w=v; v =t;
assume V;

/3L ¢ x I l=rev(ly) x LA
[Vl (x,¢) = W(w],0) = l(c,5) */

(4) With I L ¢ x [,
/* I=rev(ly) x LA V] (x,c) *
n(qwl. o) * W(e.n) */

t = v—->tail; v->tail = w;
w=vVv; v =1%;
assume !v; return w;

/* 1([ret], rev(l)) */

Figure 1-3 Split results for verifying

linked-list reverse

{ Require }
(H

struct list *w, *t, *v;

w = NULL;

<
I
o]

v == NULL?

{ Assert

t = v->tail;

4

v->tail = w;

w=vVv; v =1t;

L]

A

return w;

|l

{ Ensure }

Figure 1-4 Control flow graph of

linked-list reverse
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ness. We implement the split algorithm mentioned above as a Coq function, and formally prove its
soundness. Quite interestingly, we find that it seems inevitable to use the conjunction rule in this

soundness proof. For example, say we would like to prove

/* P */ ¢; if (b) { o /* QO */ ¢35 } else { ¢4 /* Q */ ¢ } /* R */

given that the following split results hold:

/* P */ ¢;; assume b; ¢ /* Q */
/*Q */ ¢ /* R */
/* P */ ¢/ ; assume !b; ¢4 /* Q */
/* Q" */ ¢s /* R */

We need a middle condition S such that the following two triples are provable

7% P w5y e /%S EY /xS */ if (b) { ¢ /* Q */ ¢ } else { ¢ /* Q */ ¢s } /* R */

‘We can construct the middle condition as follows:

S=wp (assume b; ¢, Q) A wp (assume !b; ¢, Q)

where wp(c, Q) is the weakest precondition of ¢ for postcondition Q. The second triple for if-
branching is provable from the definition of weakest precondition and the triples about c3 and cs in
the premise. To prove the other half,, triples about ¢, in the premise have the following two equivalent

forms:

/* P */ ¢ /* wp (assume b; ¢, Q) */ /* P */ ¢ /* wp (assume !b; ¢y, Q') */

Even for this simple example, we need to apply the conjunction rule to the two formulas above in
order to obtain /* P */ ¢, /* § */.

In theories of separation logics, the conjunction rule is closely related to the notion of precise-
ness. Traditionally, the preciseness restrictions are placed on assertion predicates. For example,
in concurrent separation logic settings, it has been shown that the resource invariant describing the
lock should be a precise predicate in order to make the logical system with the conjunction rule to be
sound!!® 2% In our task, we do not have built-in conjunction rule, but wants to derive the conjunction
rule from a practical but complex logic like VST. We introduce a new notion of preciseness that is
defined for the specification of an operation. We show that the new precise specification restriction
is more general than the widely-used notion of precise predicates, for it allows richer properties to
be specified.

This thesis targets at extending VST to VST-A, a system that can make use of the flexibility
and expressibility of VST interactive theorem proving, while also allow users to write assertion
annotations directly into the program, so as to achieve the purpose of semi-automatic verification of
C program with assertion annotations. The contributions of this thesis are:

1. A new framework of program verification: We propose a foundationally sound framework
to support verification for assertion annotated programs. Our approach combines the benefits
of interactive provers with the readablity of annotated programs, and enables incremental
program verification for incremental program development.

2. A formal language for annotated programs: We define ClightA, a formal language of
annotated C programs. This language not only defines C statements and assertions, but also

deals with logical variables in the verification context.

— Page 4 of 48 —
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3. A control flow based verification splitting algorithm: The foundational soundness of VST-
A is based on a split function, which is implemented in Coq and proved sound w.r.t. VST
semantics. We believe this splitting algorithm and its soundness proof is general and can be
applied to other Hoare-style verification tools as well.

4. A restudy of the conjunction rule and preciseness: We restudy the conjunction rule in the
setting of VST-A, and propose a new notion of preciseness, which is more general than the

traditional notion of precise predicates, to derive the conjunction rule.

— Page 5 of 48 —
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Chapter 2 Background and overview

In this chapter, we briefly introduce some background knowledge required by the rest of the

thesis, and then we present an overview of the main components of our VST-A framework.

2.1 Background

2.1.1 Coq: interactive theorem prover

Coq?" is an interactive theorem proving tool. Users can write machine-checked formal the-
orems and proofs rigorously, and obtain the guarantee of correctness through the theorem prover’s
checking. Machine checking gives users much more confidence that the proofs are correct compared
to human-generated and -checked proofs. As a result, Coq has been successfully applied in many
formal verification tasks, such as verifying the proof of the four color theorem. It has also served as
the trusting base for the CompCert verified C compiler??. The thesis will focus on Coq’s applica-
tion as an interactive program verification tool, and base our development upon Verified Software
Toochain (VST), a framework for verifying C program’s functional correctness built in Coq.

In Coq, users generate proofs by entering a series of tactics that constitute steps in the proof.
Besides the built-in tactics that Coq natively supports, users can also write their own tactics, in
a programming approach with the Ltac2 tactic language that Coq integrates. Using Ltac2, large
proofs can be simplified and automated.

The Coq kernel, a small part of Coq, does the final verification that the tactic-generated proof
is valid, so the trusting base of Coq is minimal enough to be accepted as true by users. Usually the
tactic-generated proof is indeed correct, but delegating proof verification to the kernel means that
even if a tactic is buggy, it won’t be able to introduce an incorrect proof into the system.

Finally, Coq also supports extraction of verified programs to programming languages such as
OCaml and Haskell. This provides a way of executing Coq code efficiently and supplementing Coq

functions with flexible I/O capabilities.

2.1.2 Hoare logic and separation logics

Hoare logic!?¥! is a theoretical method to describe and prove the correctness of programs. We
can use Hoare logic to state what is the correct behavior of a program, and apply Hoare logic rules
to prove that the program is correct.

the judgement of a Hoare logic is called a Hoare triple. A Hoare triple is a claim about the state
before and after executing a command. A standard notation is {P}c{Q}, meaning:

 If command ¢ begins execution in a state satisfying assertion P,

¢ and if ¢ eventually terminates in some final state,

* then that final state will satisfy the assertion Q.

Assertion P is called the precondition of the triple, and Q is the postcondition. In this thesis,

since we focus on verifying a program with assertion annotations, we will also use the symbol of C

— Page 6 of 48 —
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comments such as /+P * / to represent a condition that the program state at certain execution points
should satisfy.

The goal of Hoare logic is to provide a compositional method for proving the validity of specific
Hoare triples, i.e. to enable a Hoare triple of a program to be derived from the Hoare triples of its
components. Each Hoare logic rule corresponds to different syntactic forms in the programming
language to be verified. “Strucutral rules” are to be applied to achieve compositional reasoning. For
example, if users want to verify a sequencing of two commands, the following Hoare logic rule can

be applied.

{Prci{R}  {R}c2{0Q}
{P}ci;c2{Q}

HoARE-SEQ

Usually, the assertion language of a Hoare logic at least contains propositional connectives:
conjunction, implication etc. However, traditional Hoare logic suffers from the problem of aliasing
when dealing with complex programs that manipulate the heaps. In programs with dynamic pointers
or complicated data structures, assertions often need to talk about whether two pointers point to
different locations in the heap. Otherwise, the program may not behave as expected. This is more
formally stated as the frame problem: assertions need to describe the fact that when we manipulate
one piece of the memory, other pieces of the memory are not affected.

Separation logic!'®! addresses this problem by extending Hoare logic’s assertion language with
two extra connectives - separating conjunction (P *Q, or “star’’) and separating implication (P - Q,
or “magic wand”).

The separating conjunction P = Q in assertions represents the existence of two disjoint portions

of the state, one that satisfies P and one that satisfies Q. Specifically, a program model
m £ P = Q iff. there exist m; and m, s.t. m = m; & mp,m; £ P and m, £ Q.

Here, m; ® m, represents the disjoint union of two pieces of state/memory. Separating conjunc-
tion is commutative and associative. Moreover, separating conjunction concisely expresses address
(anti)aliasing. For example, if “p +— v” is the assertion that data v is stored at address p, then
p — v*q > usays v is stored at address p, u is stored at address g, and p # ¢. This is not limited
to assertions with only two conjuncts. The assertion p; + v % p; > vy %...% p, — v, implies the
fact that py, p», ..., p, are different from each other.
Separating implication is a right adjoint of separating conjunction:
m £ P - Q iff. for any m| and m,, if m @ m|; = m, and m; £ P then m; £ Q
PrQ =R P+«Q+R
Wanbp-ApjoINT] —— WAND-ADJOINT2 —————

P«QFR PrQ R

Besides basic Hoare logic proof rules like HoaArRE-SEQ, separation Hoare logic enables one to

verify a Hoare triple locally but use it globally, using the frame rule:

{P}c{0} no program variables which freely occurs in F are modified by ¢

FrRAME

{Px F}c{Q+F}

— Page 7 of 48 —
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2.1.3  Verified Software Toolchain (VST)

Verified Software Toolchain (VST)!?*! is a mature tool for verifying the functional correctness
of C programs. The tool, developed in Coq, is based on the extension of Hoare logic - separation
logic. It allows users to write specifications for functions in the program and prove the correctness
of the specifications by writing formal proofs in Coq. The main components of VST include

1. Verifiable C, the program logic for an abstract C language called Clight,

2. VST-Floyd®™!, a proof automation system that applys Verifiable C to realistic program veri-

fication,

3. A machine-checked soundness proof that any program behavior proved in Verifiable C will

be a subset of the defined behavior in the language’s operational semantics.

In addition, the soundness proof of VST can be combined with the correctness proof of a ver-
ified C compiler - the CompCert project'??!, so as to obtain the guarantee of end-to-end program

correctness from C language to assembly language.

2.2 Preliminaries

We present a few key technical preliminaries of our framework in this section. Since the thesis

is based on VST, most of the technical details will be presented from the perspective of VST.

2.2.1 Clight: abstract C language

In this thesis, we use a simplified version of CompCert Clight as an abstract C language. Fig-
ure 2—1 shows the syntax. l00p (cine;) ¢ is a general way to describe loops in the C language, which
is equivalent to for (;; ciner) {c}. Three kinds of loops in C language, namely for, while and do-while
loops, can be expressed using this general loop statement. In return statements, return expressions
are optional; thus we write e? instead of e. Goto statement is not allowed — it is not supported by

VST’s program logic, and can be avoided by program transformation.

expression: e :
statement : ¢ := SKip
C15C2

assignment statement

|
|
| break | continue | return e?
| if (e) ¢ elsec,

|

loop (c2) ¢

Figure 2-1 Clight: abstract C language

2.2.2 Forward symbolic execution

The verification backend of our work is based on a forward symbolic executor with two com-
ponents: a symbolic assignment executor ae(-, -) and an assertion normalization program norm(-).

We write ;T £ ae(P,c) | Q if Q is the result of symbolic execution, i.e., given logical variable

— Page 8 of 48 —
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context ¥ and proposition context I', ae(-, -) computes a strongest postcondition Q for precondition

P and assignment statement c. For example, in the reverse program given in Figure 1-1, if

=1,

=0,

P:=3lLcxl.l=rev(li)) x LA [V] > (x,¢) = W([W], ) = U(c,15),
c:=t=v->tall,

then ;" £ ae(P,c) || Q for
Q:=Fhcxl.l=rev(l)xl3n [tf=c A V] — (x,¢) = (W], 1) = U(c, 1)

Assignment executor may fail, if the precondition P cannot guarantee ¢ can run successfully, or P
is not in a good form such that the symbolic executor can execute c.

Besides, an assertion normalization program turns an assertion into a better form. We write
;" E norm(P) | Q if the norm(-) program terminates and returns Q when it tries to improve P.
Here, P and Q should be equivalent with each other but Q is in a better form. For example, the

following assertion / can serve as a loop invariant in our reverse program (Figure 1-1):
I:=3ablihh.[W]=a A v]l=b A l=rev(ly) I A ll(a,l,) = 11(b,1p)

So at the beginning of the loop body, the assertion (I A [v] = true) must hold. But this form may
be not preferred by the symbolic executor and it becomes hard for next step. Assertion normalization
program handles this situation. Here, ;T £ norm(I A [b] = true) || Q for

Q:=Fablih.[w]=a A[v]=b A b+NULL A I=rev(l)) L A ll(a,ly) = 11(b,1,).

VST provides an instance of forward symbolic executor inside.

2.2.3 Verifiable C

Figure 2-2 shows the structural proof rules that VST-A is based on. It is largely similar to the
proof rules of the current VST release’s Hoare logic. We put a few remarks on the common proof
rules in this section.

The Hoare judgement in Verifiable C program logic extends the postcondition into four parts,
to deal with control flow instructions such as break, continue and return?e. A judgement
{P}c {Q, [Qvk> Qcon> Oret] } can be interpreted as starting from a program state that satisfies P, after
executing c, if the program exits normally, the program state will satisfy Q. Similarly, the program
state should satisfies Qpk, Qcon, and Oy When the program exits with a break status, a continue sta-
tus, or a return status, respectively. We use [é] as an abbreviation of the last three post conditions.
We use X to denote the proof context of logical variables and I" to denote the proof context of pure
propositions.

The consequence rule SEMAX-CONSEQ says that under the proof context X and I', users can
strengthen the precondition or weaken the postcondition by assertion entailment to prove a new
Hoare judgement. In Verifiable C, assertion entailments are separation logic based, which will be

explained in the main text where certain entailment rules are used.
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S:P EP, MR R, LR, e R Z;FF{PZ}C{RZ,[Z]}

SEMAX-CONSEQ

STk {P)c {Rl,[ﬁ{]}

SEMAX-SKIP

;T + {P} skip {P, [é]}

SEMAX-BREAK

Z;F - {Qbrk} break {Q’ [Qbrka Qcona Qret]}

SEMAX-CONTINUE

Z; '+ {Qcon} continue {Q: [Qbrka Qcona Qrel]}

SEMAX-RETURN

Z;F F {Qrel} return {Qa [Qbrk, Qcon’ Qrel]}

LU (Pre {RIO1]  ETr{R}e: {0,107
BT {PYese {0107

SEMAX-SEQ

BTr (P Aol =true}e {0101 mTr(PA[b] =false} e {0,107]]
ST - {P}if (b) ¢, else ¢ {Q, [é']}

SEMAX-IF

Z’ F '_ {I} c {ICOI’I’ [Q’ ICOH’ Qret]} Z; F |_ {ICOH} Cincr {I’ [Q’ J" Qret]}
Z;F + {I} |00p (Cincr) c {Qa [Qbrk’ Qcom Qret]}

SEmax-Loop

Figure 2-2 Proof rules of C Hoare logic

SEMAX-SET

T {> (e AP[e/x])}x:=e {P,[1]}

7 is readable share

SEMAX-LoAD

STr{>(&epA(proyvxTrue) AP[v/X])}Xx:=e {P, [I]}

7 is writable share

SEMAX-STORE

ST (> (&e Up Aes v/ Ap nvs (poa v = P)Yer = e {P.[1]}

A(f)=¢  ¢isaprecise specification ¢ <: [A]{17.P} {Ar.Q}

SEMAX-CALL

STF{>(@UbATT:A Phix(QaX~R))}a:=f(o) {R [1]}
Figure 2-3 Proof rules of primary C assignment commands

— Page 10 of 48 —



YEZd ¥
éA ﬂx ‘T ASSERTION ANNOTATED PROGRAM VERIFICATION WITH CONTROL
SHANGHAI JIAO TONG UNIVERSITY FLOW SPLITTING

Z;x:A;Fk{P}c{ ']}

ExTrRACT-Exi1sTS

Z;Fi—{Hx:A.P}c{ }

pure(Ppure) 2T Poue F {P} {Q’ }

SiT + {Poue A P} {Q (0] }

ExTRACT-PURE

2T A{P}cy; (c25¢3) {Q, [é']}

ST P} (erseaies {0,101

¢ contains no continue 5T FA{P}c {Q, [OQvks Qcon> Oret] }
2; I'r {P} c {Q’ [Qbrk’ Qéon’ Qrel]}

SEQ-Assoc

~

NoCoONTINUE

¢ contains no break ST {P}c {Q, [Qbi> Ocon> Oret] }
Z; F = {P} c {Q’ [Qt,)rk’ Qcons Qret]}

NoBREAK

¢ contains no return T+ {P}c {0, [Obis Qcons Oret] }
T FA{PY e {0, [Qurk> Qeons Orei

NoRETURN

Figure 2—4 Derived rules from C Hoare logic

The Hoare triples for the basic control flow instructions are indicated by SEMAX-Sk1p, SEMAX-
BrEAK, SEMAX-CONTINUE, and SEMAX-RETURN. For return statements, we only demonstrate a proof
rule for statements without a return value. In our development, there is a similar proof rule with
return value; we omit it here for simplicity.

To sequence two programs, similar to HoARE-SEQ, in Verifiable C, SEMAX-SEQ requires the a
middle condition to be shared in the normal post condition of the first program and the pre-condtion
of the second. SEmax-IF rule proves a if branching by asking for two Hoare judgements for the two
branches, by introducing the expression checking condition into the pre-condition.

The loop structure makes use of the break and continue exit statuses, SEmax-Loop rule has two
invariants, loop invariant / and continue invariant /., that / is the invariant must hold before each
iteration, and I, is the invariant must hold at continue or before c;,., statement.

We leave the explanation for primary C statement rules in Figure 2-3 to Chapter 4. Rules
SEMAX-SET and SEMAX-LoaD are explained in §4.3, SEMAX-STORE is explained in §4.4, SEMAaX-CALL
is explained in §4.5. The > P predicate is a higher-order separation logic operator saying that instead
of P we have a slightly weaker approximation to it. The theory of higher-order separation logic
has been well studied, and the addition of higher-order separation logic does not affect the general
implementation and correctness of VST-A, but increases the expressive power of the assertion and
specification language. We will omit the explanation related to higher-order predicate operators in
this thesis.
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-

Semantic correctness
F{P}c{Q}
Soundness of Verifiable C

User’s Proof

Logical correctness | Hoare logic proofs
F{P}c{0}

Hoare logic

proofs

Minimal Hoare logic | Proof rule Derived

proof theory deriveation | proof rules
SEMAX-SEQ ExTrRACT-EXISTS,
SEMAx-CONSEQ SEQ-Assoc, ...

SEMAX-ASSIGN, . ..

Figure 2-5 Framework of VST soundness

In addition to basic logical rules, useful rules in Figure 2—4 can be derived from rules in Fig-
ure 2-2 and Figure 2-3.

SEQ-Assoc rule reassociates sequential compositions. Rules ExTracT-Exists and EXTRACT-
PurE rules introduce variables and propositions from precondition to context, respectively. Rules
NoConTINUE, NoBREAK, and NORETURN can rewrite a corresponding post-condition if the program
contains no control flow instructions, which are used in our development for VST-A.

All of these rules are proved sound foundationally in VST w.r.t. CompCert Clight semantics.

2.3 Overview of the framework

In the following thesis, we begin presenting our new framework for verifying functional cor-
rectness of imperative programs with Hoare logic. The VST-A framework is based on the idea of
splitting the verification of an assertion-annotated program into a set of control flow paths, so that
users can achieve program correctness by verifying the correctness of each path separately. The
benefit of this approach is that it makes the verification process modular and easy to automate. Be-
sides, we believe that compared with writing proof scripts in interactive verification tools like VST
(Verified Software Toolchain), writing assertions directly in imperative programs is more straight-
forward and easier to understand for software engineers. The framework is formalized as VST-A in
Coq, with a mechanized proof of its soundness, so that VST-A can achieve the same foundational
correctness guarantees as in VST.

Figure 2-5 and Figure 2—-6 compare the common verification workflow in VST and our frame-
work VST-A. VST provides a set of Hoare logic rules, which are proved sound with respect to the
semantics of the language. To prove the correctness of a program ¢ with respect to a pair of its
pre-/post-condition specification P and Q, users need to write a proof script in the interactive theo-

rem prover Coq, by applying the Hoare logic rules, and providing intermediate assertions (e.g. loop
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Semantic correctness

F{P}c{Q}
Soundness of Verifiable C

Our Contribution

Soundness of VST-A
F{P}c{Q} ‘

Logical correctness

Path-splitting
User’s Proof function of VST-A

Logical correctness i
of splitted paths ‘
Vi, {P;}ci{Q:} {P}c{Q} and
Hoare logic annotations
proofs User’s Annotation

Minimal Hoare logic | Proof rule Derived

proof theory deriveation | proof rules
SEMAX-SEQ, ExTrRACT-EXISTS,
SEMAX-CONSEQ, SEQ-Assoc, . ..

SEMAX-ASSIGN, . ..

Figure 2—-6 Overview of the VST-A framework

invariants) where necessary. The soundness of VST ensures end-to-end correctness of the proof.

In VST-A, we would like to allow users to verify a program by annotating programs with as-
sertions, which constitutes the core wisdom of a program’s verification. The verification workflow
we advocate is depicted in Figure 2—6. Users first write assertions as comments in the source code
of the programs, and then a path-splitting algorithm will automatically analyze the control flow be-
tween each two assertions and generate a set of paths {{P; }c;{Q;}} for users to verify independently.
Since control flow information has been exploited, the commands of each path ¢; are simply linear
sequences of basic statements, which are left for users to verify. After all paths have been verified,
the soundness theorem of VST-A will link them together, and together with the soundness theorem
of VST, end-to-end verification is preserved.

The path-splitting function, and the mechanized proof of its soundness theorem are the two
major contributions of VST-A against VST. We will introduce the path-splitting algorithm and the
proof idea of soundness theorem in Section 3. Section 4 will discuss the “Conjunction rule”, which

we consider as a fundamental component of this framework.
2.4 Summary

In this chapter, we introduce the background of the thesis, including Coq, Hoare logic, sepa-

ration logics, and Verified Software Toolchain (VST). Then we provide some preliminaries on VST
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to support the introduction of our VST-A framework. Finally, we give an overview of the VST-A
framework, including the main workflow, the path splitting procedure and the establishment of its

soundness, mainly by comparing it with the structure of VST.
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Chapter 3 Path split and its soundness

3.1 Clight-A: annotated C language

We define the annotation Clight-A syntax as an extension to the abstract C language of Com-
pCert Clight in Figure 3—1. The Clight-A syntax provides extra constructors that allow users to
insert assertions. The syntax of assertions is the same as defined in VST program logic, which we
omit here.

The Clight-A syntax is implemented as an Inductive type in Coq. The complete Clight-A
syntax C,. has two new constructors. Users can insert assertion P anywhere in the program through
assert P constructor. Besides, if the assertion P has an existentially quantified logical variable x
(in Coq type A), users may use the ExGiven x : A, {P(x)} C. constructor so that assertions that
come after P(x) in C, can also refer to the logical variable x. With the two constructors, assertions
in VST-A can match to the expressive power of corresponding proof scripts in VST.

To implement the path splitting procedure as a function in Coq, the complete Clight-A syntax C.
is parameterized by a simpler syntax Cy, which ignores the assertions contents and logical variables,
and only specifies the shape of the assertion annotated program. To be specifc, the complete Clight-
A syntax C,. is implemented as a dependepent type on a particular simple Clight-A syntax C, in Coq

as follows.
Inductive C_statement : S_statement -> Type :=

Details for this design will be discussed in section 3.4

assertion: P :=

expression : e :=
primary statement : ¢, ;= e :=e;
| skip
| a=f(b)
Clight statement : ¢ := ¢,
C1;C2

break | continue

|

|

| returne?
| if (e) ¢, elsec,
|

loop (c2) ¢
Simple Clight-A : C,:= ¢ | assert
Complete Clight-A: C.:= c|assertP
| ExGivenx: A, {P(x)} C.

Figure 3-1 syntax of Clight and Clight-A
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Basic statement : ¢, = ¢, | e
Path atoms : p_:= ¢
Path atoms with return :  p™ := ¢}; %

Simple pre-partial path :  p,, = ¢}
Complete pre-partial path :  p,:= ¢H{P}
Simple post-partial path :  p,, := {}<;
Complete post-partial path :  p, := {P}c,
| V(x:A).p.
Simple post-return path :  p™' ;= {}<};e?
Complete post-return path :  pi := {P}cp;e?
| V(x: A). preum
Simple full path :  pg, = {}+e{}
Complete full path :  p,, := {P}c,{P2}
| V(x:A). p,
P, p*, pe, p,
Splitresult :  pnor, pbx peon pret
P+ Pn

Figure 3-2 syntax of split results

3.2 Split result interface

We define the syntax of the result of path splitting in Figure 3-2. The split result is a record
type, consisting of “paths”, “partial paths” and “atoms”, which are essentially a list of basic program
statements ¢, annotated with two assertions, one single assertion, and no assertions, respectively. ¥
The basic statement can either be a primary Clight statement c,, or an expression e that introduces
if conditions into the control flow.

Recall that in VST program logic, a statement has multiple post-conditions (exited normally,
with break, continue, or return with a value). Correspondingly, our split result also makes distinc-
tions between different exit status. The split result is defined as a record with 10 fields, constituted
by one “full path”, one “partial path” that only has post-condition, four “partial paths” that only have
pre-condition and exit with four kinds of exit status, and four “atom paths” that exit with four kinds
of exit statuses. @’ Return atom paths and partial paths are augmented with an expression ?e that the
program may return. With these fields, the split result record is sufficient to reveal all control flow
information in a Clight-A program.

Similar to Clight-A syntax C., the split result is also parameterized by a simpler syntax in
implementation. For simple results, the assertion is treated simply as a placeholder and there are

no logical variables involved. For full results, each result type is a Coq Inductive type with an

(D We use ¢ to denote an ordered list of items of the syntax ¢. When the order is not important, as we shall see notations like p in the
split result record, we use the bold font to denote a set of items.

(2) For the sake of simplicity, we will refer to “partial paths™ that only have pre-conditions as “post-partial paths”, and “partial paths”
that only have post-conditions as “pre-partial paths”. For atom paths and post-partial paths, there are four kinds of exit statuses. We will
refer to them by adding a prefix of the exit status name to distinguish them. For example, normal post-partial paths are partial-paths with

only post-conditions and exit in normal status.
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extra constructor to introduce logical variables into assertions. A complete result element p is in the
dependepent type on a simple result p; if p and p; have the same list of basic statements.
Again, we will show how this dependepent relation is useful in the splitting function implemen-

tation in Coq in Section 3.4.

3.3 Interpreting split result

The split result we have defined above is a collection of basic program statement sequences,
probably with assertions at the beginning or in the end. In practical settings, every program to verify
will come with a pre-conditon and a post-condition specified by the user. By supplementing “partial
paths”or “atoms”with the pre-/post-condition from the user’s specification, we can interpret the split
result into a collection of closed Hoare triples as verification goals.

To reuse the verification infrastructures, we choose to reinterpret the split result into the Hoare
triples defined by VST. We implement the semantics interpretation procedure as Coq functions in
Figure 3-3.

First, the to_Cstm function converts sequences of basic program statements into the abstract C
language. Note that the basic statements of split results no longer contain control flow instructions
such as break and continue, so for any to_Cstm(¢},), we only care about the case when it exits with
normal status. We assign a True assertion T to post-condition fields other than normal. Besides, we
make use of this observation to interpret the conditional expression e. We simply encode it into a
simple if-branching structure that exit with break if e evaluates to false. This encoding is safe since
the break post-condition is always true, and the path in question only cares about the case where e
evaluates to true.

For interpreting pre-partial paths, Semax_pre takes a user-specified pre-condition P, and in-
terprets the result as a Hoare triple. This procedure is similar for semax_atom , the base case for
semax_post, and the base case for semax_path. For logical variables syntactically binded to post-
partial paths or full-paths, the interpretation function will convert them into a Coqg-level universally
quantification.

For return post-partial paths, since the post condition for return is parameterized by the return
value. To match the VST program logic, we still make use of the return?e statement and the returning
post condition in VST during interpretation. Now we only care about the control flow that exits with
return status, so other post-conditions are set as T.

Finally, the semax_split function takes a split result and interprets it into a conjunction of
Hoare triples. All the interpretation functions are implemented in Coq as functions with Prop as the

return type, which are left for users as the verification goals towards program correctness.

3.4 The split function

The core splitting function is a recursively defined Fixpoint function in Coq. It takes a Clight-A
program as input and returns its split result in a record. Note that error may occur if there is a control
flow in the loop that goes through no annotations, so in practice the function return type is the option
type of the split result. We list the splitting function in Figure 3—4 and 3-5, and present a detailed

explanation below.
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to_Cstm([]) = skip

to_Cstm(c, : ¢}) = c,:to_Cstm(c))

if () skip else break;
to_Cstm(c})

to_Cstm(e :: ¢}

semax_pre(P, ¢,{Q}) = {P}to_Cstm(c,) {0, [T1}
semax_atom(P, Q, ¢;) = {P}to_Cstm(c,) {0, [T1}

semax_post(Q,{P}¢,)  ={P}to_Cstm(c,) {Q,[T1}

semax_post(Q, Vx. p,) = Vx. semax_post(Q, p,)
semax_path({P}é;HQ}) = {P}to_Cstm(c;) {0, [T1}
semax_path(Vx. p.) = Vx. semax_path(p.,)

semax_atom_ret(P, Q, ¢;,; 2e)

= {P}to_Cstm(cy);returne? {T,[T,T,0]}
semax_post_ret(Q, {P}<c); %)

= {P}to_Cstm(cy);returne? {T,[T, T, 0]}
semax_post_ret(Q, Vx. p;i};m

= Vx.semax_post_ret(Q, prum

post

Pa Q’ Qbrk’ Qcon’ Qreta

nor brk con ret

p_,p_,p_,pP_,
P P P P
P4, P

= Forall (semax_atom P Q) p™*

A Forall (semax_atom P Qpy) p™*

A Forall (semax_atom P Qo) p™

semax_split

A Forall (semax_atom_ret P Q.) p™
A Forall (semax_post Q) p*
A Forall (semax_post Q) pP*

[

A Forall (semax_post Qo) pe"
A Forall (semax_post_ret Q) p™
A Forall (semax_pre P) p.

A Forall (semax_path) p,,

Figure 3-3 semantics of split results
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{lcp]}.0,0,0 0.{(1},0,0
splitc, =4 0,0,0,0 splitbreak =4 0,0,0,0
0,0 0,0
0,0,{[1}.0 0,0,0,{([1;?)}
split continue =3 0,0,0,0 split (returne?) =4 0,0,0,0
0,0 0,0
0,0,0,0
split (assert P) =4 {{PH]},0,0,0
{[HP}}. 0

Figure 3—4 Split function for basic statements

Split result of primary statements For primary statements, only the normal atom path is a single-
ton of the statement itself. The other fields are left as empty set. For control flow related statements,
their corresponding atom paths are a singleton of an empty list of basic statements, which will be in-
terpreted as sKip. Note the difference between empty set and singleton of an empty list. The empty
set indicates that no possible executions will fall into the field’s corresponding exit status, while
the singleton of an empty list indicates that there exists exactly one possible control flow (which is
simply skip and does nothing ) in the split result. For the assertion constructor assert P, the split
result will be a singleton of pre-partial path with P as its post-condition and a singleton of normal

post-partial path with P as its pre-condition.

Combining split results The splitting of compound statements is the key of the splitting func-
tion. There is a “connect” operation - for sequencing two paths (probably with assertions in the
head or tail). We abuse this notation to connect two set of paths, which works like multiplication,
to pointwisely sequence each path in the two set, so that all possible control flow paths from two
subprograms can be captured in the combined result. We use+ to union two sets of paths.

For splitting c;; ¢, we first split ¢; and ¢, into paths p’s and q’s®, and then construct the split
result of c¢;; ¢, by connecting corresponding control flow paths in p’s and ¢’s. For example, the break
post-partial paths have three components, the ones from splitting ¢; (p°*), the ones from splitting
¢5 (g°™), and the sequencing of the normal post-partial paths in ¢, and the break atom paths in ¢,
(P - g%

The splitting of if-branching is simply adding the conditional expression to the head of all pre-
partial paths and atom paths, and then union two groups of split results together. Since pre-partial
paths and atom paths do not have assertions in the head, we can ensure that they capture all the
possible execution paths where the conditional expression should be added.

The split result of loop (¢,) ¢ is more complicated. We need to restructure the control flow
results related to break and continue in the loop body. First, since all break or continue related
paths in the loop body will be digested by the loop structure, in the resulting split result, there are no

(post-partial or atom) paths that exit with break or continue statuses. Next, the break post-partials

(D In later sections, without special declaration, when two records of split results are involved, we will refer to contents of the first as

p with subscripts, and the second as g with subscripts.
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P, p, p, p™, a4, q=", g,
let splitc) =y pi™r, p™*, pi", pi', rand splitc; =1 g, g™, ¢, ¢,
P+, P q4, 9w
split (c15¢2) = split (if (e) ¢, else ¢3) =
P+ P, P
P g+ pl - g, pr g™
P g P g, P g
P g P g, P+ g
Y- g™, {lel} - p2+ {[—el} - g2
P pt - g, {lel} - p2*++{[e]} - g%
pEH P g, {lel} - pe {[—el} - g
pEH gz, {[e]} - p='++ {[-e]} - g™
p-+p¥ g, {lel} - p+{[-el} - q-
Pt 4. Pt g

split (loop (c,) ¢1) = if (p™+ p) - g™ # O then Error
P g (I P @ (P P - g

H (g (p+ pi™) - g™) - p,

brk

0,
0,
Pl g (P piH g - (pYTH pET)) - g
+ (g (p+ p) - 1) - P

P (P pe) - g,
0,
0,
petH (phTH pen) - g™,
p (P2 p=) - (g g - {[HL}H),
Pt gt g pot g - {THLH)

H (pI+H ptH ¢ - (P pET))

g+ g™ - pi g - {[HL}})
0,0,0,0
pi+ {{PH]} - p”
p+ {({PH]I} - p™*
split (ExGivenx : A, {P(x)} ¢1) =1 p&+ {{PH]} p*"
pe+ {({PHI} - p™
{[H3x : A. P(X)}},
put {PHI} - P

else

Figure 3-5 Split function for compound statements
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(p™*, ¢°™®) in the two loop bodies become normal post-partials when viewed outside the loop. The

break atom paths (p°*, g®) in the two loop bodies will be combined with all possible pre-conditions
in the loop and also become part of normal post-partial paths and normal atom paths. The case for
return related post-partial/atom paths works in a similar way as the case for break. For continue
paths, those in the main loop body ¢, are processed similarly as normal paths - they will both execute
the incremental loop body ¢, next, while for continue paths in the incremental loop body c,, they are

disallowed to be executed, so a false post-condition L is added to continue post-partial/atom paths.

Dealing with logical variables To split ExGiven x : A, {P(x)} ¢’, the new variable x will be
treated differently in pre-partial paths and post-partial paths. For pre-partial paths, since program
assertions that appear before the ex-given structure will not mention the new variable x, it is safe to
move x into the assertion P as an existential quantifier, leaving the pre-partial paths to be a singleton
of [][{3x : A. P(x)}. There are no atom paths in the split result of ex-given structures, since the
strucutre itself ensure that a pre-condition P(x) appear in the head of the program. Post-partial paths
for each exit status have two components, the post-partial paths of the inner statement ¢’ (where x
in ¢ will be quantified universally), and the pre-condition P(x) sequenced with atom-paths that exit
with the corresponding status. For full paths, in addition to the closed full paths that are already split
and collected in ¢’, we also need to sequence the pre-condition P(x) to the pre-partial paths in ¢’.
Note that this connecting operation requires unifying the existential variable x with the one in pre-
partial paths split from c, so that the logical variable x can be shared among the pre-/post-conditions
of each combined full path.

A technical issue arises in implementing the split function for ex-given structure. We encode

the quantification of logical variables as function types in Coq as follows

Inductive C_statement' : Type :=
| Cexgiven' (A:Type)

(ass: A —> assert) (stm': A -> C_statement')

If we were to implement a recursive splitting function on C_statement’, we can at most get the split

result of the inner statement Stm’ in the form of
(fun a => split (stm' a)) : A —-> split_result.

However, to construct the split result of ex-given structure, we need to extract each individual split
result that are of the type A -> some_path from the the abstracted inner split result that is of the
type A -> split_result.

To address this issue, we design the Clight-A syntax and the split result interface to be of Coq
dependepent types on simpler syntaxes. The simpler syntaxes erase the logical variables and preserve
only the shape of the Clight-A program or the split result. Now the Clight-A syntax and split function

signature in Coq are as follows.

Inductive S_statement : Type :=

| Sassert
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| Ssequence (cl c2 : S_statement)
|
Inductive C_statement : S_statement —-> Type :=

| Cexgiven: forall (A:Type)
(ass: A —> assert)
(c: S_statement)
(stm': A —> C_statement c),
C_statement ((Ssequence Sassert c ))

| Cassert : assert —> C_statement Sassert

Inductive S_result : Type :=
Inductive C_result : S_result —-> Type :=
Fixpoint S_split (s: S_statement) : S_result.

Fixpoint C_split (s: S_statement)
(c: C_statement s) : C_result (S_split s).

Now, the split result of inner statement ¢’ is dependepent on a simpler result that is not abstracted
by the logical variable’s type A, we are able to perform pattern-matching on the simpler result, and

extract individual paths out from the packed split result abstracted by A.

3.5 Soundness

To ensure end-to-end corretness of our framework, we formalized the soundness theorem of the
split function in Coq based on VST. The soundness theorem states that, given any program with its
pre-/post-condition, if all Hoare triples in its split result can be verified, then the original statement

should be provable.

Theorem 3.1 (Soundness) For any Clight-A program p, pre-condition P and post-conditions
0, if split p # Error and semax_split(P, 0, split p) holds, then Hoare triple {P} p {é} holds. ©.

The soundness theorem is proved by induction on the statement to be split. Almost all of the
soundness proof can be done on a logical level except one lemma (the conjunction rule, which will
be proved in Section 4). The Hoare logic rules we uses are presented in Figure 2-2 and 2-3. We

use X; I to represent the proof context of logical variables and pure propositions that can be used to

(D In the Hoare triple, all assertions in p are removed to match the Clight syntax. The translation is straightforward, simply by replacing

assertions with a skip command in the Clight language.
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derive Hoare triples in the logical rules, but we will omit them in following text since they stays the
same or the change of proof context is easy to be recognized.

The rules are formalized in a deeply embedded fashion, i.e. as an Inductive relation in Coq.
The benefit of deeply embedded Hoare logic formalization is that it makes a rich bundle of derived
rules readily available, a few of which are shown in Figure 2—4. We also make use of the following

inversion lemmas when proving the soundness of our splitting function.

Lemma 3.1 (Inversion on sequencing) If {P}c;;c» {Q, [Q'] } then

{P"} ¢ {EIR :assert. R A {R} ¢, {Q, [Q’]} , [Q’]}
Lemma 3.2 (Inversion on if-branching) If {P}if (b) ¢, else ¢, {Q, [Q’] }, then

Pe3P : assert, P’
AP’ A [b] = true} ¢, {Q, [Q’]}
AP’ A [[b] =false} e O, [Qr]}

Lemma 3.3 (Inversion on skip) If {P} skip {Q, [é’] } then P £ Q
Lemma 3.4 (Inversion on break) If {P}break {Q, [Quw, Qcon> Oret] }, then P E Qpuc

The split results of basic operations are sound by definition. In fact, during the proof, we do
not even need to look at the detailed rules for primary statements, since we choose to interpret the
split result in the same way as the original statement. For control flow statements such as break,
applying the inversion Lemma 3.3 to the corresponding control flow path can complete the proof.

The rest of this section will focus on proving the soundness for compound statements.

Weakest pre-condition from inversion lemmas Consider the soundness of splitting sequential
composition c; c;. By the rule sEeMAx-sEQ, we need to find an intermediate assertion R to derive
{P}cy;co {é} Intuitively, the intermediate assertion R should be the conjunction of the strongest
weakest pre-conditions of each control flow in the second statement.

The VST higher order assertion allows us to write an explicit representation of weakest pre-

condition in the assertion language, justified by the following lemma.

Lemma 3.5 For any program ¢ and post-condition 0, it holds that {3P : assert. P A

(Pye {o}yc {o}.

If we take a closer look at Lemma 3.1, it is essentially stating that the weakest pre-condition of
the second statement can be used to serve as the intermediate assertion for sequential composition.
Based on Lemma 3.1, we can prove for each type of paths in the split results a corresponding inversion

lemma on the - operator.

Proposition 3.1 (Inversion lemmas for split results)
1. If semax_atom(P,Q, p_ - q_), then
semax_atom(P,3R. R A semax_atom(R,Q,q_),p-)
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2. If semax_atom_ret(P, Q, p_ - ¢™'), then
semax_atom(P,3R. R A semax_atom_ret(R, O, ¢"), p_)
3. If semax_pre(P, p_ - q4), then
semax_atom(P,3R. R A semax_pre(R,q.), p-)
4. If semax_post(Q, p. - ¢-), then
semax_post(Q,3IR. R A semax_atom(R,Q,q_), p.)
5. If semax_post_ret(Q, p. - ¢™"), then
semax_post(Q,3R. R A semax_atom_ret(R, Q, ¢), p.)
6. If semax_path(p. - q,), then
semax_post(3R. R A semax_pre(R, q,), p.)

The inversion lemma also holds for the case where the first argument of - is a post-partial path
with quantified structures. Consider item 4 in Proposition 3.1, for example, the proof can be done
by induction on p.. When p, = Vx. p/, we know that Vx.semax_post(Q, p! - g-). The goal can
be simplified as Vx.semax_post(Q,3R. R A semax_atom(R, Q,q-), p), which can be proved

directly from the induction hypothesis.

Combining weakest pre-conditions With Proposition 3.1, we can collect the intermediate asser-
tions for each control flow that crosses the two sub-statements, but to apply the logical rules for the
original Clight program, we need to combine all the intermediate assertions into one.

We start with combining intermediate assertions for the same type of paths in the split result.
Note that the - operator works on a set of paths instead of individual path in the split function, so

Proposition 3.1 should be extended to the following form ©

Proposition 3.2 (Grouped Inversion lemmas)

1. If g_ # 0 and semax_atom(P,Q, p_ - q_), then
semax_atom(P,3R. R A semax_atom(R,Q,q-), p-)

2. If g™ # 0 and semax_atom_ret(P, Q, p_ - ¢"), then
semax_atom(P,3R. R A semax_atom_ret(R, 0, ¢™), p_)

3. If ¢, # ® and semax_pre(P, p_ - q.), then
semax_atom(P,3R. R A semax_pre(R,q.), p-)

4. If ¢_ # 0 and semax_post(Q, p, - q_), then
semax_post(Q,IR. R A semax_atom(R,Q,q_), p.)

5. If g™ # @ and semax_post_ret(Q, p. - ¢™), then
semax_post(Q, 3R. R A semax_atom_ret(R, Q, ¢™), p.)

6. If ¢, # 0 and semax_path(p, - q.), then
semax_post(3R. R A semax_pre(R, q.), pr)

Proposition 3.2 can be proved by induction fisrt on the size of set on the LHS of the - operator
then on the size of set on the RHS. The induction on the LHS argument is straightforward, since

the intermediate assertions we obtain from the inversion lemmas are the same if we fix the RHS

(D We will abuse notations like semax_path(p) where py, is a set of paths to represent (Forall semax_path p,,) in the following

thesis.
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argument. Consider the case for the second induction when proving Proposition 3.2 (4). Assume

q- =q_ :: q’. Applying Proposition 3.1 (4) to g_ we get
semax_post(3R;. semax_pre(Ry,q-), pr)
. The induction hypothesis gives
semax_post(3R,. semax_pre(R,, q’), p,)

. Let R be R; A R,, we can derive that

AR,. semax_pre(R;,q-) A 3R,. semax_pre(R,,q")
£ 3JR.semax_pre(R,q_-)

To finish the proof, we need to have the following lemmas to enable conjunction on post-condition:

Proposition 3.3 (Conjunction rule on paths)
1. If semax_post(Q, g,) and semax_post(Q,, g.),
then semax_post(Q; A 0, q.)
2. If semax_atom(P, Q;, ¢g_) and semax_atom(P, Q0,,q_),
then semax_atom(P, Q1 A Q»,q_)
3. If semax_atom_ret(P, O, ¢*') and semax_atom_ret(P, Q,, ¢g""),
then semax_atom_ret(P, Q0 A Q», g™")
4. If semax_post(Q,, ¢.) and semax_post(Q,, ¢.), then semax_post(Q; A 01, q,)
5. If semax_atom(P,Q;, p_) and semax_atom(P, Q,, p_), then semax_atom(P,Q; A
02, p-)
6. If semax_atom_ret(P, Q1, p™) and semax_atom_ret(P, Q,, p™),
then semax_atom_ret(P, Q; A Q,, p™)

The above propositions require the underlying program logic to be able to derive the Conjunc-

tion Rule, stated as follows.

Theorem 3.2 (Conjunction Rule) if Hoare triples {P} ¢ {Ql, [Q;]} and {P) ¢ {Ql, [Q;]}
are derivable, then {P} ¢ {Ql A Q», [Q; A QZ]} is derivable holds.

However, the conjunction rule is not ubiquitous among Hoare logic variants proposed in liter-
atures. For example, the current VST program logic cannot derive the conjunction rule. We will
leave the discussion of the conjunction rule to Section 4. For now, we assume that the conjunction

rule is available, so that we construct the intermediate assertion for SEMax-SEQ as follows:

3R. R A semax_pre(R, q,)
Asemax_atom(R, Q, g™

R= Asemax_atom(R, Qpu, ¢)

Asemax_atom(R, Qcon, ¢°")

Asemax_atom_ret(R, O, ¢°)

We can next prove that

semax_split(P, R, Qv Ocons Orer> SPlit ¢1) A semax_split(R, O, Qvik> Qcons Oret» SPIit ¢2)
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holds from the premise that semax_split(P, Q, Qu, Qcon» Oret> SPlit ¢1; ¢2) using the inversion lem-
mas and the conjunction rule. The fact that our split function collects all the control flow paths sep-
arated by user-provided assertions guarantees that this operation is feasible. Next, by applying the

induction hyPOtheSiS7 we Obtain that {P} C1 {Ra [Qbrkv Qconv Qrel]} and {R} Ca {Qa [Qbrka Qcona Qret]}
are derivable, which leads to the soundness for split ¢;; ¢,

Soundness of splitting loop Similarly, for soundness of split loop (c,) ¢, we construct the loop

invariant / and the invariant for the incremental step /., required by SEmax-Loop as follows:

AR. R A semax_pre(R, p.)
Asemax_pre(R, (p"+ p=") - q.)
Asemax_atom(R, L, (p" '+ p) - g°)
I= Asemax_atom(R, Q, p°)
Asemax_atom(R, Q, (p "+ p) - g"*)
Asemax_atom_ret(R, O, p™)
Asemax_atom_ret(R, Qv (p" '+ p") - ™)

AR. R A semax_pre(R, q.)
Asemax_pre(R, g™ - p.)
Asemax_atom(R, L, g*")

Leon = Asemax_atom(R, Q, ")

Asemax_atom(R, Q, g™ - p*¥)

Asemax_atom_ret(R, Qre, ¢°)

Asemax_atom_ret(R, Q.e, ¢"°" - p™)
By inversion from the premise that
SemaX_Sp”t(P, Q, Qbrka Qcom Qret, Sp“t (lOOp (CZ) Cl))
, we can also derive the two Hoare triples required by SEmax-Loop and prove split (loop (cz) ¢1)

sound.

Soundness of if-branching The key for this case is to show that it is safe to translate the conditional
expression statement into the pre-condition.

Recall the interpretation function we have defined for conditional expression:
to_Cstm([e]) = if (e) skip else break

. To translate from them, we make use of the inversion lemmas that are available in deep-embedded

VST program logic. The following propositions can be derived from the Lemma 3.2, 3.3 and 3.4.

Proposition 3.4 (Conditional Expression lemmas)

1. If semax_pre(P,{[e]} - p.), then semax_pre(P A [[e] = true, p.)

2. If semax_atom(P, Q, {[e]} - p-), then semax_atom(P A [e] =true,Q, p-)

3. If semax_atom_ret(P, O, {[e]} - p™), then semax_atom_ret(P A [e] = true, Q, p™)

We show the proof detail for item 1.
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Proof We consider any pre-partial path p, in p,. From Proposition 3.1 (3), we have that
{P}to_Cstm([e]) {3R. R A semax_pre(R, p.), [1]}
Applying lemmas 3.2, 3.3, and 3.4, we obtain

P = 3P’ : assert, P’
A(P" A [le] =true £ 3R. R A semax_pre(R, p.))
AP’ A[e] =false E L)

By SEMAxX-CONSEQ, to prove semax_pre(P A [[e] = true, p,), we only need to show

for any P’, if
P’ A [e]] =true E 3R. R A semax_pre(R, p,)
P Ale] =falsek L

then semax_pre(P’ A [e] = true, p.)

which follows directly from the fact that
semax_pre(3R. semax_pre(R, p.)), p+)

After transformation using Proposition 3.4 in the premise of the soundness theorem, the induc-
tion hypothesis can be directly applied to complete the proof. We omit the dual case where the —e

branch is taken.

Soundness of ex-given structure The premise that
semax_split(Py, 0, split (ExGiven x : A, {P(x)} ¢’))

leads to the following two propositions.

1. Pope3dx: A. P(x)

2. Vx : A. semax_split(P(x), 0, split (¢"))

The first proposition can be obtained from the pre-partial path {[][{3x : A. P(x)}}. The second
proposition can be obtained from the rest of the fields in the split result. The soundness proof is done
by first by applying SEMAax-ConNsEQ to transform the pre-condition of the triple to be 3x : A. P(x).
Next, the ExTrAacT-Exi1sTs rule is used to introduce the existentially quantified x into the proof con-
text. Then the induction hypothesis and the second proposition above are applied to complete the

proof.

3.6 Summary

In this chapter, we present Clight-A, a formal language for annotated C program, and also
the syntax of split results respectively in §3.1 and §3.2. We also introduce how split results are
interpreted as verification goals in §3.3. The core of the VST-A framework is a split function that
takes an Clight-A program and returns a set of split results. We define the split function and provide
some explanations in §3.4. We also show that the split function is sound in §3.5. During the proof,

we need to use the conjunction rule, which will be discussed in the next chapter.
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Chapter 4 Conjunction rule

The key missing ingredient of the soundness proof in the previous section is the conjunction
rule (Theorem 3.2).

In this section we will study more closely into why the conjunction rule is required by the
soundness of our splitting algorithm. To make conjunction rule available in VST-A, we identify a
new notion of preciseness to restrict the function specifications being called during verification. We
will also discuss the trade-offs of using conjunction rules and precise function specifications, and

suggest some future directions to improve on them.

4.1 Why conjunction rule

The soundness proof of our splitting algorithm is performed on the logic level, but requires the
conjunction rule to be available. The need for conjunction rule is not determined by the way we
prove soundness, but by the framework we propose to first split the program into separate paths and
then verify them separately.

Hoare logic with ghost variables and ghost updates serves as an illustration of why we need
conjunction rule for the splitting algorithm’s soundness. Ghost state is “logical state” that can be
considered as essential to maintain the invariant of the program but not part of the program’s state.
Ghost states are particularily useful for verifying concurrent programs. Ghost states can be ma-
nipulated by ghost actions that are inserted into the program and make updates to ghost variables.

Consider the splitting example in Section 1 for

/* P */ ¢c; if (b) { ¢ /* Q */ ¢z } else { ¢y /* Q' */ ¢cs } /* R */

again. Note that ¢; may contain ghost updates, and to verify the two if-branches, different ghost
actions can be inserted. In a full power interactive verification tool, such proof is feasible by doing
meta-logic reasoning. For example, users may perform a Coqg-level case analysis in VST to provide

two distinct assertions 7" and 7" after ¢, is executed from a state satisfying P. say

/P X/ e /YT */, /X P X ¢ /XT */

. The two triples can be proved by inserting ¢; with two different ghost actions. Clearly, the con-
junction on post conditions for these two triples are not derivable, but if users can prove that 7 and
T’ ensures only one branch is taken, then they can just choose to use one of them when they prove
the two if-branches. As a result, they are still able to prove the the program without the conjunction
rule.

Such intricate proof strategy is not feasible in VST-A. It requires more manual efforts and is
beyond the expressive power of writing assertion annotations in the program. The example also
shows that if we want to derive the whole program’s correctness from path verification results, we
must disallow a path to have distinct ghost actions when combined with other different paths. Such
restriction can be achieved by requiring the logic to derive the conjunction rule.

Despite the need for conjunction rule, we show that our framework is still powerful in verifying

useful programs. To be specific, we base our VST-A framework on a a stronger (but still sound)
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variant of the VST program logic in Figure 2-2 and Figure 2-3, where logical operators related to
concurrency are removed for sake of deriving the conjunction rule, but users are still allowed to write

unrestricted higher order predicates. We prove the conjunction rule in this stronger logic.
Theorem 4.1 (Conjunction Rule) If Hoare triples {P} ¢ {Ql, [Q;]} and {P} ¢ {Ql, [Q;]}
are derivable, then {P} ¢ {Ql A Q», [é; A QZ]} is derivable.

The proof can be done by induction on the abstract syntax of statement c. For constructs that

use rules in Figure 2-2, the proof is straightforward and can be done on the logic level.

4.2 Proving the conjunction rule in VST

The current VST program logic, as an impredicative higher order concurrent separation logic,
does not imply the conjunction rule. To make the conjunction rule available in VST-A, the logical
rules we have presented in Figure 2-2 and 2-3 is actually a stronger (but still sound) variant of the
current VST program logic. To be specific, we remove logical operators related to concurrency, and
add extra constraints to SEMAX-CALL.

We present a proof draft for the conjunction rule of our stronger logical system below. We
will leave some of the goals that require model-level insights of VST underlying semantics to the

proceeding sections.

Theorem 4.2 (Conjunction Rule) if Hoare triples {P} ¢ {Ql, [Q;]} and {P} ¢ {Ql, [QZ]}

are derivable, then {P} ¢ {Ql A Q», [Qi A QZ]} is derivable.

Proof We prove by induction on the statement c.

* ¢ = skip. Applying Lemma 3.3 on premises we get P £ Q1 and P £ Q,. Thus, P £ Q1 A Q>
is derivable, and the result follows from SEmax-Skip. The proof is simiar when c is break,
continue, and return?e.

* ¢ =cy;cy. Applying Lemma 3.1 on premises we get

(PYer 3R R A (R e {01 1071} 1G71)
(PYei {3Rs. Ro A (Ra} ez {02, 1031}, 1041
We can apply the induction hypothesis of ¢; and make use of SEMAxX-CONSEQ to obtain

3dR. R
(Prec] MRYex {01101} ]G5 G
MR} ez 02, 03]

where R can be taken as R; A R,. According to SEMAX-SEQ, we are left to prove

JR. R
=, Ql A QZ,
/\{R} c2 {Ql’ [Ql]} C2 —>’ —>’
) |07 1 03]
MR} e: {0,103
Using ExTrAcT-Ex1sTs and ExTrRACT-PROP We can extract R and the two Hoare triples into

the proof context. By applying the induction hypothesis of ¢, on the two Hoare triples, we

can obtain the result.
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e ¢ =if (e) ¢, else ¢,. By Lemma 3.2, we can obtain R; and R, and the following triples in
the proof context:
{Ri A [e] =true}c, {Ql, [éi]}
{Ri A [e] =false} c, {Ql, [Q;]}
{Ry A [e] = true}c, {Qza [QZ]}
{Ry A [e] =false} ¢, {Qz, [QZ]}
Both R; and R, are derivable from P, and the result follows by applying the induction hy-
pothesis on respective triples.
* ¢ = loop (¢3) ¢;. The inversion lemma for loop structures will provide two pair of loop
invariants I, I f"” and I, Ié""’ for the two premises respectively, where I; and I, are derivable

from P, together with the following triples available:

{I,} ¢, {If””, [0, I}, Q;ezl]}
{rirery ey {1,101, L, 0/, 1}
{L} ¢ {Q"cr, [Qo, 117, Q;et2]}
(" Y ey {h, [Q2, L, 01,51}

Similarly, we can strengthen the pre-condition to be I; A I, and [ {”C’ A Ié"" respectively, so
that we can use the induction hypothesis to combine the two triples for ¢; and ¢, into one,

which completes the proof. O

Above, we have proved most of the inductive cases for the conjunction rule, except the cases
where the statement ¢ belongs to primary statements, namely memory loading, memory writing and
function calls. Proving the conjunction rule for these base cases is non-trivial, since VST is a rich
logical system with support for fractional permissions!® 2°! and function calls with subsumptions?”!.
Attempts to prove these cases on logical level have failed. We need model-level insights into VST
underlying semantics. The rest of this section will demonstrate that the conjunction rule still holds
under the settings of VST, so that assertions in VST-A can enjoy the rich features provided by VST.
During the proof, we will also identify a key property, which is referred to as “preciseness”, to be

necessary for primary operations to derive the conjunction rule.

4.3 Conjunction rule for memory load

For primary statements like assignment and function calls, in previous parts of this thesis, we do
not care about their semantics. Since our framework interpret them in the same way as the original
program, the concrete semantics do not affect the soundness of the split function, as long as the
program logic provides the conjunction rule. However, to prove the conjunction rule, we need to
take a closer look.

The logical rules for primary statements have been presented in Figure 2-3. We begin with
rules related to assignment statements e; := e;.

We use p —, v to describe a singleton heap containing value v at address p, with permission-
share 7. The predicate can correspond to either the “address_mapsto” or the “mapsto” predicate

(the derived form of the former) in VST, depending on the reasoning level. In VST, the — predicate
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is also parameterized with the C-type of v to enable C-type checking verification. We will abuse the
notation of mapsto(—), and omit the type-checking parameter in this thesis.

The >P predicate is a higher-order separation logic operator saying that instead of P we have
a slightly weaker approximation to it. The theory of higher-order separation logic has been well
studied, and the addition of higher-order separation logic into the conjunction rule proving does not
affect the proof idea, so we omit the details in this thesis.

We use el to say that the evaluation of e is valid, and e |} v to say that the evaluation of e is
valid and the result of the evaluation is value v. &e || p is used to denote that evaluating e results in
a valid addressable variable at the address p in the heap.

In fact, the VST formalization of the abstract Clight language discriminates between the mem-
ory load and the memory write operation (both of which are denoted as e; := e, in the text) syntac-
tically with two different Inductive type constructors Sset and Sassign.

For the Sset constructor, which indicates assigning a value to a non-addressable variable, there
are two corresponding rules, namely SEMAX-SET and SEmax-Loap. The following inversion rule is

derivable.

Lemma 4.1 (Inversion on Sset) If {P}x:=e {Q, [é’] } then

Pe >(eAQle/X])V
dr p v. & is readable share A
>(&epA(pryv=True) AQ[v/X])

The two disjunction components on the RHS correspond to Semax-Set and Semax-Load
respectively, depending on whether the value of e is addressable or not. The two cases are disjoint
from each other. Therefore, when we do induction on the statement ¢, we only need to consider the
case where both premises use the same logical rule.

For the Semax-Set case, the conjunction rule holds directly since the variable substitution
[e/X] is the same for both premises.

For the Semax-Load case, issue arises that the permission shares that the two premises use
may not be the same, neither are the values referenced by e. The intuition that “if a location can
be described by two mapsto predicates with readable permission simultaneously, then the values of
the mapsto predicates are the same” can only be justified if we look into the semantic models.

We use @ to denote the join relations in separation algebra. The semantic model (known as
resource map) of VST, and the permission shares are two instances of the separation algebra. Due
to the existence of ghost states, the join relation on resource map does not enjoy some properties of

the join relation on permission shares, such as the cross split property and the cancellative property.

Proposition 4.1 (Cross Split Property) A join relation for permission-shares has the cross
split property if 1 =, @, Am =n. ® g = ANy Maa Tpe Mpds Tae B Mag = Mg A Tpe ® Mpg =

Tp ANTge @ Tpe = Mo NTgq @ Tpg = 7g.

Proposition 4.2 (Cancellative Property) A join relation for permission-shares has the can-

cellative property if 1 =, @ mp, AT =7y ® MY = Ty =Ty
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Therefore, proofs for memory loading/writing will look into the location of the value being
loaded/stored on the resource map, so that we can make use of properties of the join relation on
permission shares. We use r @/ to refer to the resource on location / of the model r.

Following the idea above, we managed to prove the following lemma that derives the conjunc-

tion rule for SEMAX-LOAD.
Theorem 4.3 If 7| and 7, are readable shares, then

(p =m vi*True) A (p —=x, v2 x True)

E VI=V2AD P qun V1% TTUE

Proof Given a model r that satisfy the LHS of the theorem, by the semantics of *, there are
two ways to disjointly split this model, say r = r| @ r|{ and r = r, ® r}, where ry = p >, vy and
rEp g v

To show v| = v,, it suffices to show that the resources on location [ referenced by p in r; and
r, are equal. This is done by inversion on the join relation since both r; and r, are part of the same
model r.

As for the second part, we can pointwisely define the two models r(, 7 that constitute p - un,
vy * True.

For locations [ referenced by p, let the share of r@/ be m. From the cross split property of
permission shares, we have (7; U m,) @ (7 N (=(m U m3))) = . We can define ry@/ and rj@I
to hold the two sub shares as above respectively. For other locations, we can simply take ro@/ and

r,@l tobe r; @[ and r{@I. It follows that ro ® r) = r and ry |= p = r,un, Vi-

4.4 Preciseness of memory write

Sassign constructor corresponds to the SEMAX-STORE rule, which first loads the value of e,
from the memory and then assigns it to e;. The SEMAX-AssIGN rule is formalized as a backward rule
using magic wand -+. Before executing the statement, the model should be split into two parts. One
part is the model that satisfies the p + , v predicate. The other part should satisfy the post-condition
P when joined with a model where the new value v’ is assigned. The inversion lemma for memory

writing is as follows:
Lemma 4.2 (Inversion on Sassign) If {P}e; :=¢; {Q, [Q’]}, then

PE drpvv'. mis writable share A

&eilpAey IVvA )
(pzvx(pav =0Q))

After applying Lemma 4.2 on premises of the conjunction rule, the proof obligation left is as

follows, which also requires model-level proving.
Theorem 4.4 If 7, and 7, are writable shares, then

(p Hﬂ'[ Vl * (p '_>7T] v, -k Pl))
AP =m v2x (P =a, V% P))

E VIi=VaADP P rum Vi* (P mum vV =+ PiAP)
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,
T

/T mUm muUn:
r! r»—>/ 1 1Um

rem rO—)
Figure 4-1 Semantic model layout for the proof of Theorem 4.4. (Dotted lines indicate the

join relation to be proved)

Proof For any model r that satisfies the LHS of the derivation, there are two ways to disjointly

split this model, say r = v} @ ro, and r = 2 @ riy, where v} E p >, viand r2 E p >4, vo.

Applying Theorem 4.3, we can show that v; = v, and that there exists a splitting for r =
rAY @ rid™ where 15V E p o Vi
U,

We are left to prove that given any model r/, that satisfies p 0z, Vi, 7, @ e~ satisfies
P A P,. Without loss of generality, we show that r/, @ rj=’™ = r’ |= P,. Figure 4-1 plots the layout
of the join relations that have been introduced so far in the proof.

To prove a model satisfying P, we must make use of the fact that rgy, | p ., v/ - Py The
only way to relate r* with rt is through r™, the common sub-model of 7" and r. The idea is
to “borrow” a sub-model from r/,, to supplement the model r/,™, so that the supplement can be
matched with r2,,.

Based on this observation, we construct two models, which are defined as

[r/,@1/m;] iflreferenced by p

el =
rl, @] otherwise
m/m @) [rl,@[/(my/my)] if [ referenced by p
- L otherwise

, where [r@I/x] indicates a resource on location / that has the same value as r @/ but with the
permissions reassigned as z. The two dotted join relations in Figure 4—1 can be verified.

1. r, = r,:{ ® r™'™ follows directly from the fact that 7, U, = m; @ (mo /7).

2. rF = /™ @ BV requires inversion on r = X @ Y and r = rAYV™ @ rV
For [ referenced by p, let the permissions for r @[, r, @I and )™ @I be &, 73 and m4
respectively. Then, we have 7 = 3 @ m; and @ = w4 @ (71 U 7). To prove rien, @l =
rﬁf/ M@l @ rli™ @I, it suffices to show that 13 = (m,/m;) ® 4. The cancellative property

is used here.

For [ not referenced by p, no resources are defined on r! and "™, so rj, and rty ™ are
the same. Since we define no resources for r,’f/ ™ the join relation holds. O

Based on the two join relations discovered above, we can use the associativity property of the
join relation to show r’ = r%, @r.. Then r’ = P, follows from the premise that rien, | p ., v/

P.
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4.5 Function call with precise specifications

A function specification is denoted as [A] {Ay.P} {Ar.Q}, where P is a precondition parame-
terized by a list of formal parameters y, Q is a postcondition parameterized by the return value r,
and types A is the type of values that is to be shared between P and Q, so both P and Q will also be
abstracted over variables of the shared types A.

The SEmax-CaLL rule is formalized as a backward rule. For the function name f to be called,
its specification will first be looked up in the typing context A, users may choose to apply the spec-
ification directly, or apply another specification that is subsumed by the one in A. The first choice
is available because the subsumption relation is reflexive. The definition of function subsumption is

given below, note that the framing of the specification is also incorporated into the definition.

Definition 4.1 (Function subsumption) A function specification [Aj {Ay.P} {Ar.Q} is sub-
sumed by another function specification [A)’] {Ay.P'}y{Ar.Q’} if

- -

VX' i A" Vb. P b X’
F3X: A IF.F+PbIA
(Va.F+QaiE Q ax)

The body of the rule states that, before executing the statement, the model should be split into
two parts, a part that satisfies the specification’s pre-condition, and a part that satisfies the call state-
ment’s post-condition when joined with a model that satisfies the specification’s post-condition.

The SEMax-CaLL rule we use in our system is almost the same as what the current VST release
defines, except that we strengthen the pre-condition by moving the existential variables shared by
the pre-/post-condition of the function specification to be called into the > operator. We note such
a change is necessary to prove the conjunction rule for the call statement. As a comparison, the

pre-condition in the VST version looks like the follows:
{3} CA>(EUbAPDI*(Qazf =« R))}

Besides, we also enforce that the function specification to be called is “precise”, defined as

follows.

Definition 4.2 (Precise function specification) A function specification [Z] {1y.P} {Ar.Q}
is precise if for any formal parameters l;, return value a and assertions R;, R», it holds that
(3%, A.PH i+ (Qax +R))
AED A Ph*(Qax +Ry))
E 3X:A PHhEx(Qax, R ARy
The definition looks very similar to Theorem 4-1 that we have proved for the memory writing
operation, which can serve as a justification for our definition.
Note that the notion of “precise” we propose is defined with respect to an operation (either an
operation on the memory or a function call), while traditionally, “precise” is defined for a predicate

in the assertion. A typical example of precise predicates is the p — v predicate we have seen before.

Definition 4.3 (Precise predicate) A predicate P is precise if for any O, O»,
(Px Qi) A(PxQ>)=Px(Q1AQ>)
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Clearly, if we remove the existential quantifier A from Definition 4.2, then all function specifi-
cations written with precise predicates are precise. Therefore, we consider our definition of precise
function specification fits into a more general setting, allowing the instantiations of the function
specification to be different, while still being able to derive the conjunction rule of function calls, as
we will see below.

The proof of conjunction rule for function calls also begins with inversion on premises.

Lemma 4.3 (Inversion on function call) If {S}a := f(¢) {R, [ﬁ'] }, then

SE 3A (A5.P) (Ar.Q) b.
A(f) <: [A1{A7.P} {Ar.Q} A
A(f) is a precise specification A
el bA
3%: A PhX+(Qax = R) )
By applying Lemma 4.3, the proof obligation is left as follows.

Theorem 4.5 If A(f) = [K] {Ay.P} {Ar.Q}, A(f) is a precise function specification and

[A1{A7.P} {4r.Q} <: [A]{A5.P\} {4r.0:}
[A1{A7.P} {4r.Q} <: [A,]1{A5.P2} {Ar.05}
then
(3%, : Ay Py b X, % (Qy a %) = Ry))
AED : Ar. Py b 5 % (02 a X = Ry))
E IX:A.PbX*(Qax, =R ARy

To apply the condition that A(f) is a precise function specification, we need to rewrite the

assertion with the subsumption relation.

Lemma 4.4 If [IZ] {Ay.P} {Ar.Q} <: [K’]{/li.P’} {Ar.Q’}, then for any formal parameters

b, return value a and assertion R,
W AP b «(Qax «R) EIF:A PbX+(QaX=R)
Proof By logical derivation,

P'bx *(Q ax —+R)

E (3%:A.IF.F«PbiAn(Va.FxQaXr Q ax))
#(Q" ax' —R)

F 3X:A.3F. (Va. F+QaXE Q ax)A
F+«Pbix(Q ax «R)

F 3X:A3F. (FxQaXE Q ax)A
F«PbX+(Q ax —-R)

E 3X:A.IF.F«Pbx+«(F«QaX—+R)

F 3X:A.Pbi+(QaX—=+R)

Above, we have completed all the conjunction rule proof for the stronger program logic we have
defined for VST-A.
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4.6 Summary

In this chapter, we first explain why the conjunction rule is essential to VST-A framework in
§4.1. Our goal is to derive the conjunction rule from a complex but practical logic like VST. The
conjunction rule is proved by induction on the abstract syntax of the program statement. We present a
proof draft in §4.2, which handles the cases where structural Hoare logic rules are applied. Next, we
show how the conjunction rule is derivable for memory load (§4.3), memory write (§4.4) operations
in VST. To prove conjunction rule for function call, we require the function specification to be called
to be precise. The preciseness of function specifications is a new notion proposed in this thesis. With

precise specifications, the function call is proven to hold the conjunction rule in §4.5.
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Chapter S Implementation

5.1 Frontend design

In this section, we show the design of VST-A’s frontend”, which parses a commented C pro-
gram and generates annotated program into an abstract called ClightA in Coq. The concrete syntax
of ClightA has been described in detail in §3.1. The frontend program is implemented by apply-
ing minimal modifications on CompCert Clightgen, which generates Clight program that user wants
to verify. So this method allows us to easily guarantee the annotated program is corresponding to
original program.

Figure 5-1 shows structure of VST-A’s frontend comparing with CompCert’s Clight generator
(clightgen). Clightgen first parses C code and then does a series of transformations to Clight. Our
frontend first includes comments as strings in parsing and syntax transformation. We slightly modify
Clightgen so that these comments are all preserved. §5.1.1 explains this part in detail. Then our fron-
tend analyzes the comments and build annotated programs with with annotations in OCaml strings.
And finally, our frontend prints the annotated program to a Coq’s “.v” file, where the annotated

program is a formal Coq term. §5.1.2 explains this part in detail.

5.1.1 Parsing and transformation

Clightgen’s parser is built by a verified parser generator®! and a context free grammar for C.
We slightly modify the context free grammar to include comments when parsing. Figure 5-2 shows a
comparison between original and modified grammar. LBRACE and RBRACE stands for left brace
and right brace in C code to parse. A question mark means this subpattern is optional. In original
parser grammar, one kind of statements is compound statement, i.e. a code block enclosed by a pair
of braces. There are also other kinds of statements e.g. if-statement and loop. We omit full definition
of statement here because it is complex and not relevant to including comment when parsing. Inside
a code block, there is a list of statements, which can be empty. In this list, comments may occur
on the left end, right end and between two statements. In other words, there is an optional list of
comments on the left of all statements and on the right of each statement. So we add an optional
list of comments on the left of the list of statements in grammar rule of compound_statement,
and we add an optional list of comments to occur on the right of each statement in grammar rule of
block_item_list. We believe that this design is robust enough to cope with potential future updates
of CompCert.

After parsing, Clightgen applies a series of transformations to convert C to Clight. We mod-
ify the intermediate representations to preserve comments in this process. Figure 5-3 shows the
comparison between syntax of original Clight and our Clight-with-comment. Two new syntactic
combinators are added to represent comments on the left and right side of a statement. We also

apply similar changes to other intermediate representations and adapt each transformation step for

(D We base our presentation on top of an legacy version of VST-A. The legacy version VST-A? is a tactic-based annotation verifier
which has a very different backend design from what we have presented in this thesis. The development of the thesis reuses the frontend of

VST-A a lot, with slight modifications to the target language.
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Figure 5-1 Frontend structure

statement :=

| compound_statement

| expression_statement

|

compound_statement :=

| LBRACE block_item_list? RBRACE
block_item_list :=

| block_item_list? block_item
block_item :=

| statement

a) Original context free grammar

statement :=

| compound_statement

| expression_statement

compound_statement :=

| LBRACE comment_list?
block item_list? RBRACE

block_item_list :=

| block item_list? block_item comment_list?

block_item :=
| statement

b) Context free grammar for comment

Figure 5-2 Context free grammars comparison

statement : ¢ := cy;ca
| if (e) c, else ¢,
| loop (c2)

a) Clight

Figure 5-3 Syntax of Clight and Clight with comment

statement : ¢ =

|/*comment = [| ¢

¢ |/x*comment * [|

C1;C2
if (e) ¢, else ¢,
loop (¢2) ¢

b) Clight with comment

— Page 38 of 48 -



VA XA A S
) m VEAL I ASSERTION ANNOTATED PROGRAM VERIFICATION WITH CONTROL
SHANGHAI JIAO TONG UNIVERSITY FLOW SPLITTING

preserving comments. Our modifications are all local and small-scale. Also, trivially eliminating

comments can turn a Clight-with-comment program to the original Clight program.

5.1.2 From comment to annotation

After getting program in Clight-with-comments, an annotation building process interprets the
comments and convert it into annotations. The job of this process has four aspects. We show them in
next four paragraphs. After that, we give an example to demonstrate how the annotated program user
written is processed. And finally, we show how string annotation is converted to syntactic annotation

in the last paragraph.

Reassociating sequential compositions Clight-A requests the left hand side of every sequential
composition to be a single statement. This it to guarantee each ex-given clause encloses all statements
after it. Annotation building process puts statements in a sequential composition into a list, and fold

them from right to left.

Finding loop invariants Loop invariants can appear before loops as comments, but they are not
component of loop in syntax of Clight-A. Also, loop invariants may not occur right before loops,
because the initializing statements in for loops are transformed into separated statements before
loops, and these statements will appear between loops and loop invariants. So annotation builder
finds the closest loop invariants that users mark as /* Inv ... */ in the comments, and insert them into
the correct position as assertion constructors in the Clight-A program.

Our annotation builder allows users to write zero, one or two loop invariants. The loop without
loop invariant annotations does not need special treatment in parsing, but it can only be split suc-
cessfully if the assertions in the loop cover all control flows. Otherwise an error will be raised by the
split function. Users are allowed to write only one loop invariant instead of two for [00p (¢iner) c.
bacause in most scenarios, c;, is SKip, or there are no continue statements in ¢ (excluding those in
inner loops). In the first case, annotation builder translates the single invariant directly into an asser-
tion at the beginning of ¢, because {7} skip {I} is always provable. In the second case, annotation
builder transforms the loop into loop (skip) {c; cine:} and then translates the single invariant like the
first case. This transformation is proved to be sound in VST, and VST also uses this transformation

for such kind of loops.

Generating given clauses VST suggests proving Hoare triples when precondition is in canonical
form without existential variables. Our VST-A framework shares the same idea by making existen-
tial variables explicit in the abstract syntax ClightA and split results. In order to parse an annotated
C program, every assertion with existential variables will generate an ex-given clause in the target
abstract syntax. For users’ convenience, annotation builder finds these existential variables in asser-
tions and generates given clauses after them automatically. Annotation builder also finds existential
variables in loop invariants and generates given clauses at the beginning of loop bodies and incre-
mental statements in the same way. These automatically generated given clauses cover all the cases

that given clauses are needed, so users do not need to write any given clauses manually.
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1 struct list {unsigned head; struct list *tail;};
2 struct list *reverse (struct list *p) {

3 // With [,

4 // Require 1 ([p],?)

5 // Ensure 1l ([[ret], rev(l))

6 struct list *w, *t, *v;

7 w = NULL; v = p;

8

9

// Inv T ably L [wWlj=a A [vl=b A Il=rev(l)) L A lU(a,l) = 1(b,L)
while (v) {
10 // Assert 3 ¢ x I [Wl=a A [vl=b A L=x 1 A b (x,¢) * l(a,l) = l(c,1)
11 t = v->tail; v->tail = w; w=v; v = t;
12 }
13 return w;
14 3

a) The annotated program that user writes

1 struct list {unsigned head; struct list *tail;};

2 reverse_spec :=

3 (A . @(pl, D, u(ret], rev(i))))

4 reverse_hint :=

5 // Given I,

6 w = NULL; v = p;

7 loop (skip) {

8 // ExGiven a b I, b,

9 // Assert [wl=a A [vl=b A I=rev(ly) L A U(a,l;) = 1(b,L)
10 if (v)

11 skip;

12 else

13 break;

14 // ExGiven ¢ x I.

15 // Assert [wl=a A [vl=b A L=x 1 A b (x,c) * l(a,l) = U(c,b)
16 t = v->tail; v->tail = w; w=v; v = t;

17 }

18 return w;

b) The annotated program that annotation builder generates

Figure 5-4 Example: frontend’s effects

Extracting function specifications We allow users to write function specification at the begin-
ning of each function using With, Require and Ensure keywords as shown in examples, e.g. , This is
an easy and clear when to write function specifications. Annotation builder extracts function speci-
fications by finding With-Require-Ensure pattern at the beginning of each function and print it as a
function of multiple parameters. Later a Coq tactic will convert this function to a formal function
specification that conforms Verifiable C logic in VST. Assertions may also use variables mentioned
in with clause. So annotation builder also generate given clauses that effect on the whole function
body. These given clauses at the beginning of function body are bound to variables in with clause
when initializing the annotation based verifier, such that they will not be not a part of the annotated

program in the later splitting process.
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assertion: P :=
identifier : x :=
string : s = .- type: A:=
statement : ¢ := ExGiven s, sp ¢ statement : ¢ := ExGivenx: A, {P(x)} C
| Assert s | Assert P
| loop (¢3) c1 | loop (c2) ¢
| - |
a) Syntax of Clight-A with string annotation b) Syntax of Clight-A with syntactic annotation

Figure 5-5 Comparison between string annotation and syntactic annotation

Example Figure 5—4 shows an example. First, frontend parses annotated program written by user
with comments and preforms transformations to Clight with comment, e.g. replacing while-loop
with general loop. Then, function specification is extracted from comment to a function of /. User
only gives one loop invariant. It is translated into assertions in the loop by annotation builder. The
ex-given clause is also generated automatically. User does not write an assertion after the loop
because annotation builder checks that the loop has only one normal exit point, so it allows user to

omit this assertion.

Printing It is worth mentioning that annotation builder generates Clight-A with string annotation,
instead of Clight-A with syntactic annotation. Figure 5-5 shows the differences between string
annotation and syntactic annotation. Strings are more flexible and easier to process. When printing

to Coq’s “.v” file, string annotations are printed at proper positions and become syntactic annotation.

5.2 Coq formalization

All of the definitions and proofs in this thesis have been formalized in Coq (8.10) proof assistant,
with dependency on VST 2.5.

There are three major components in the artifact:

* The frontend directory contains the Coq files that describes the abstract syntax of the
intermediate languages our frontend parser uses. Some frontend processing functions are
also implemented in Coq and then extracted as OCaml programs. There are some OCaml
programs that link the extracted functions together with I/O and command line arguments.
The files in frontend will together compile to a single executable ac1lightgen that
takes an assertion annotated . c file and outputs a . v file of its ClightA abstract syntax in
Cogq.

e The CSplit directory contains all the core definitions and proofs of our split function. We
have listed the details in Table 5-1.

* We choose to use VST as the verification backend. In order to fit our newly defined stronger
variant of Verifiable C logic, we migrate some of VST’s automated proof tactics in the

floyd—seq directory, so that users can use them when they verify the correctness of their
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path splitting results.

Table 5-1 Coq file summary for the VST-A control flow splitting core (in CSplit directory)

Coq File Name Contents Lines of Code
vst_ext.v auxiliary VST definitions 193
model_lemmas.v new VST model level lemmas 1736
logic_lemmas.v  new VST logical level lemmas 197

the stronger variant of Verifiable C logic,
strong.v 2534
and the proof of its conjunction rule

. definitions of AClight syntax,
AClight.v 2278
split result interface and split function

) interpretation of split results,
semantics.v 2305
and lemmas about them

soundness.v soundness theorem of split function 1516
an equivalent split function for AClight.v

AClightFunc.v 1962
adjusted for better split result printing

total 13907

5.3 Backend design

We have presented a general workflow of verifying programs in VST-A in Figure 1-2. Now we
use Figure 5-6 to refine the workflow with a concrete example of verifying the reverse program
we have presented in Figure 1-1 to see what files VST-A backend generates.

Our concrete implementation is based on a single Makefile that combines the process of
parsing, path splitting and automatic verification (if any).

Users are required to write programs and annotations in . c files. If the annotation requires
extra predicates, such as 11 in the reverse example, then they also need to write an auxiliary
Coq file to define them. Next, VST-A will automatically parse the source program, and call the split
function we have implemented in Coq to print the split results into separate . v files.

Users are left to prove the correctness of the split results. The proof split results may have
dependency on reverse_def.vand reverse_prog. v since assertions may use auxiliary
predicates and information of program variables (such as their names and C types) are defined in the
clightgen results.

After all the paths have been verified, an automatically generated reverse_verif.v
will import the path verification results, and then establish the correctness of the program. The
reverse_verif.v script will provide a theorem of the Hoare triple of the whole program, in
the same format as VST, but proved in a different way by using our soundness theorem and users’

path verification results.
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Auxiliary Coq definitions

(reverse_def.v)

Annotated C program | Parsing ClightA AST split function Split results c Verified theorem
(reverse.c) (aclightgen) | (reverse_annot.v) | (AClightFunc.v) | (reverse_res_n.v) || (soundness.v) | (reverse_verif.v)

Parsing Clight AST |
(clightgen) (reverse_prog.v)

Figure 5-6 Detailed workflow in VST-A (dotted arrows for Coq dependency)

5.4 Summary

In this chapter, based on the theories that have been built up in the previous chapters, we demon-
strate how the VST-A framework is implemented. We present the frontend design in §5.1. Then we
evaluate the Coq formalization of the VST-A framework in §5.2. Finally, we show how a concrete

program is verified by the VST-A framework in §5.3 to demonstrate the backend design.
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Chapter 6 Conclusion

This thesis presents a new framework, VST-A, for verification of assertion annotated programs.
The framework is based on the idea of splitting the verification of a program into the verification of
several control flow paths seprated by assertions. I define a formal language Clight-A for assertion
annotated programs as the input language of the framework. The core of VST-A is an assertion-based
control flow splitting algorithm that splits the original Hoare triple into straightline Hoare triples of
control flow paths. I design the algorithm, implement the split function in Coq and formally prove
its soundness.

The conjunction rule is essential for the soundness of the framework. To make it available in
VST-A, I define a stronger variant of VST’s program logic, which removes the logical operators
related to concurrency and requires function specifications being called during verification to be
precise. I formalize the logic in Coq and prove that the conjunction rule holds for the stronger
logical system, thus ensuring foundational soundness of the VST-A framework.

Based on the theoritical results above, I implement a prototype system that demonstrates the
whole workflow of the framework. I modify the frontend of the original VST-A framework to build
Clight-A abstract syntax trees from C programs with assertion annotations as comments. I set up
an automated workflow to call the split function and generate path splitting results into separate
Coq files for users to prove. To improve usability, I migrate proof automation tactics from VST to
the stronger logical system defined in VST-A. My Coq formalization of the framework totals about
14,000 lines of code. The resulting system can be used to verify various useful C programs such
as mathematical functions, linked-list manipulation, binary search tree operations, and so on, as
demonstrated by examples.

In summary, VST-A is a foundationally sound verification tool for real-world C programs. It
enjoys a rich assertion language and flexible proof strategies, and meanwhile allows users to write
readable assertion annotations directly as comments.

Based on achievements in this thesis, more future work of VST-A can be done. First, the cur-
rent VST-A system focuses on verification of complex sequential programs, the requirement of the
conjunction rule makes it non-trivial to extend to concurrent program verification. It is interesting
to study whether the conjunction rule can be proved with more delicate restrictions such as requiring
the ghost state to be empty. Besides, our prototype implementation does not consider the efficiency
of the framework as a major concern. When the annotations involves too many existential varibles,
the split function may be slow to run due to our shallow embedding treatment of logical variables in
Coq. A more efficient implementation is possible to make the framework more powerful in verifying
large scale programs. Moreover, the new notion of precise function specifications, which is proposed
for the program logic to derive the conjunction rule, is also worth exploring, since it allows more
properties than the tranditional notion of precise predicates does. In the current framework, users
need to prove that a function specification is precise when they call it during verification. Common
patterns of precise function specifications can be summarized and built into VST-A to further relieve

users’ verification burden.
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